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1
Decision/action requested

This contribution proposes some responses to the RAN2 LS on NR V2X Security for user plane data and PDCP SN size
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3
Rationale

RAN2 have sent an LS [1] to SA3 in which RAN2 ask the following questions of SA3:

Question 1: 

For NR SL unicast, groupcast and broadcast communication, is AS-layer ciphering and deciphering for user plane data needed between the UEs? If yes, what security-related fields are needed to be carried in the PDCP PDU?

Question 2: 

For NR SL unicast and groupcast communication, is AS-layer integrity protection and integrity verification for user plane data needed between the UEs? If yes, what security-related fields are needed to be carried in the PDCP PDU?

Question 3: 

For NR SL broadcast communication, RAN2 assumes that AS-layer integrity protection and integrity verification for user plane data is not needed, RAN2 kindly ask SA3 to confirm whether it is the correct understanding?

Question 4:

In NR Uu PDCP-SN-Size can be 18bits and 12bits for DRB. RAN2 assumes 18bits are used for the data radio bearers of NR SL unicast, groupcast and broadcast cases, and the feasibility to reuse 12bits Uu PDCP-SN-Size for SL unicast is FFS. 

· Q4.1：RAN2 kindly ask SA3 that for NR SL unicast, groupcast and broadcast communication, is there any concern to reuse 18 bits PDCP-SN-Size for security function (e.g., to derive Counter value)?
· Q4.2：Based on RAN2 assumptions, is there any concern if we also use 12bits in addition to 18bits PDCP-SN-Size for security function for NR SL unicast communication only?
For PC5 NR groupcast and broadcast, as there is no signalling defined and group management is left out of scope, it is proposed that there is no need for security at the PC5 layer for broadcast and groupcast (see S3-193344) for this release. Hence for broadcast and groupcast, there are no required fields in the PDCP header for this release. To be able to add security in a later release without impacting the PDCP headers, there will need to be reserved place holders for a counter and possibly a key ID. Although it cannot be confirmed at this stage that this will be enough. 
For PC5 NR unicast user plane, support of both ciphering and integrity protection of user plane are required. SA3 assumes that the user plane integrity protection can be supported at full rate. In terms of fields needed in the PDCP PDU for unicast, there will need to be a Counter to ensure fresh input for ciphering and integrity algorithms. In addition, there will need to be an additional value to identify the security context/keys used to protect the traffic (see TS 33.303) as SA3 assume that it is possible to change keys without dropping the connection (note: this is unlike Uu where AS layer keys only change with a handover). It is also assumed that there is Bearer ID/LCID for each distinct bearer that can also be used as input to the ciphering/integrity algorithms. There will also need to be MAC-I for user plane packets that are integrity protected. 
In terms of the NR Uu PDCP-SN-Size for unicast, SA3 have no issue with either 12 or 18-bits as the size of the PDCP-SN. However, it should be noted that a rekeying would be needed before the counter wraps around, which may happen more often with 12-bits compared to 18-bits for PDCP-SN. 
4
Detailed proposal

It is proposed that SA3 agree the above proposed responses for an LS to RAN2.
